
Cyber-Security, NϥPS &  

Social Media Vulnerability Assessments  



ϥntroduction 

Cyber-crime now outstrips traditional crime in 

practically every area. Theft from banks, scams 

against naïve individuals, industrial espionage: 

each is typically far easier to achieve from 

behind a computer than it is to perform  in-

person. Why go to the risk of holding up a High 

Street bank for one million dollars, when you 

can steal one dollar from a million bank 

accounts online? Why send an Ʉinside manɅ to a 

conglomerate competitor when you can 

intercept blueprints being transferred back 

and forth via email? 

 

The goalposts are changing, and companies 

must adapt as well, to avoid falling into the 

traps posed by what is a constantly evolving 

and highly dangerous world. 

 

The KCS Cyber-Assessment is predicated upon 

two tenets about ϥT  security, which it is hoped 

will be upheld during the course of the 

ϥnvestigation: 

¶ ϥT security should be a top priority of any 

organisation and is the responsibility of 

everyone right across the business. Directors, 

managers, staϜ, and all departments need to 

understand and impress the importance to in

-house  ϥT departments. 

¶ Traditional measures such as perimeter 

security and anti-virus are not enough to 

adequately protect against the range of 

threats in todayɅs marketplace.  

 

ϥt may very well be that an organisation meets 

these creeds, but more often than not there 

are gaps right across the company that can 

and will be exploited.  

 

The overriding aim of the assessment is to 

identify these risks, weaknesses and 

vulnerabilities, and make recommendations 

on how to mitigate or close them down 

completely. Given that a cyber-attack at some 

point should be considered inevitable, it serves 

to shore up defences on all sides and ensure 

you are best prepared for whatever comes.  



Our approach to the Cyber Assessments 

 

The KCS Cyber  Security Assessment is designed to reveal a wide complement of  

weaknesses in a  given  ϥT system: and, crucially, not only the  vectors where it is 

clear something is missing but also the more subtle means of access about which 

companies may be wholly  unaware. Vulnerabilities do not  only exist in code. 

The assessment programme is comprised of four components, each focusing on a 

diϜerent area of  company security, as outlined on the following  pages. 



Our approach to the Cyber Assessments 

KCS will visit the premises of an organisation 

(across multiple sites if necessary) and 

interview staϜ at all levels and in all 

departments. These interviews will cover 

topics ranging from the rules on passwords 

and any ϥnternet-usage policies, to the 

conɲguration of ɲrewalls and usage of 

applications. 

 

The results will oϜer an immediate picture of 

the companyɅs security and how well it 

implements and manages security best 

practice. ϥt will establish situational awareness 

at varying levels of the issues involved, 

allowing investigators to determine what 

practices are in place across the management, 

ɲnancial, human resources, ϥT and sales 

departments on a wide variety of issues, but 

also dig into what is not being done, or what is 

not even known. Naivety, or the innocence of 

ignorance, can be the biggest weakness in a 

company and the probing questions of the 

assessment will expose where strengths and 

vulnerabilities lie, particularly in relation to ϥSO 

19011, and covers four key areas. 

 

Non-ϥntrusive Passive Scan 

This scan, conducted remotely, will assess the 

current state of the organisationɅs ϥT system 

directly without actually attempting to force 

entry (as is the case in the full Ethical Hack).  

A Non-ϥntrusive Passive Scan examines the 

webserver and mail server ϥP addresses of the 

client company, checking for missing security 

updates and patches, assessing whether 

anybody is ɄlisteningɅ through an open port, 

and inspecting a ɲle system for speciɲc 

vulnerabilities. At no point is the network or 

any device breached or impacted in any way, 

meaning that this is a quick, inexpensive and 

entirely harmless tool to further put the client 

in the picture and reveal where they can shore 

up their defences.  


