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Russia has a High Grey Area Dynamics (GAD) risk rating of 5 

 
6 Very High It will happen. 

5 High This could very well occur in 
the short term. 

4 Very Possible There is a likelihood of this 
happening. 

3 Possible This has 50:50 chance of 
occurring. 

2 Low Little chance of occurring. 

1 Very Low Unlikely to occur. 

 

 

 

 

 

 

 

 

 Country: Russia 

Population: 142,257,519 

Source: CIA World Factbook 
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Politics 
Putin set a record win and won re-election for another term in the 18th March Presidential 

election. This was a crushing, if expected, victory for the President, with 76.7% of shares. 

Aside from Stalin, Putin is the ruler that has held the strongest grip on power in the history of 

modern Russia, even during the years of Medvedev where it was widely considered that Putin 

ruled by proxy. He will now remain in power until 2024. Notably, Putin ran as an Independent 

rather than under the banner of United Russia in an attempt to diversify his support base.  

 

Although the President claimed that this election was the cleanest and most transparent in 

history, clues emerged indicating vote rigging and statistical anomalies as votes mysteriously 

appeared overnight. The public did not have much of a choice, there was no real competition. 

The only valuable candidate, Alexei Navalny, famous anti-corruption campaigner, was banned 

months ago from running in the elections on a fraud conviction. He managed to gather a great 

following from the masses before he was locked up. Putin is very likely behind Navalny’s arrest 

as that could have threatened his chances of winning – or at the least drawn attention to the 

idea of a viable alternative.     

 

Economy  
The Russian economy exited recession with a growth in 2017 of 1.7% and a greater forecast 

for 2018; therefore, attracting foreign investments is a priority. Despite the persistent problem 

of corruption scaring off investors, foreign investment increased 25% in the past year.  

 

Russia represents a valuable investment although investors should be careful and think about 

the potential risks associated with the country of interest. Investors should evaluate whether 

the potential deal/opportunities exceed the risks embedded in the political landscape as well 

as in the market. Russia has great potential for investments.  

 

The economy relies mainly on exports of crude oil, petroleum products and natural gas to 

Europe as well as Asia. The industry is dominated by state-owned companies, not leaving 

much space for either foreign or private companies.  

 

Another sector that Russia turned to is agriculture. Especially, after the imposition of sanctions, 

Russia focused more on cultivations, mostly wheat and barley. However, the economy is still 

heavily reliant on oil with little diversification or dynamism.  

 



  Political Risk Advisory Briefing: Russia 
________________________________________________________ 
 
 

 

A fast-growing sector is technology. The Skolkovo Innovation Centre is a business area in the 

Moscow region where there is a high concentration of intellectual capital. Various Tech 

companies are based there. The sector not only is growing rapidly but also represents a great 

opportunity for foreign investors. However, the sector is not without problems. In fact, the 

centre was created by President Medvedev in 2009 as an effort to diversify the economy 

planning to invest over 10 years £10bn from state money, mostly collected form Putin’s 

oligarchs. The programme was not as profitable as expected and there are claims of corruption 

associated to it. Although investing in the tech sector is an attractive opportunity, the country 

still represents a risk for investors.  

 

The upcoming 2018 FIFA World Cup which will be hosted in Russia throughout June and July 

is expected to bring positive results for the economic situation. Given the attention that will be 

focused on the country Russia will have to be very careful in order to win back some of its lost 

prestige. Curing its public image is not Russia’s priority but it helps the country to gain back 

its traditional power/supremacy that is currently lacking.  

 
Corruption 
Corruption remains deeply embedded in Russia’s culture and politics. Despite the state 

claimed commitment to the fight of corruption as well as a robust legislation, the level of 

corruption is high. According to the Transparency International’s corruption perceptions index 

Russia was ranked 131 out of 176 in 2016. This questions whether the fight of corruption is 

genuinely in place or whether that is only used to win popular consent.  

 

Political and business success is reserved for Putin’s cronies, or oligarchs. They are the ones 

who run most of the corporations, on the base of assured loyalty to the President. This 

represents an issue for foreign investments in the country. Corruption in the business market 

targets every company, independently of its size.  
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Business environment 
In July 2017 two new federal laws (No. 155-FZ and No. 165-FZ) were passed aimed at altering 

the regulation of foreign investment. The amendments give a discretionary power to the 

Government to decide over transactions operated by foreign investors in respect of any 

Russian business entity and recognise the transaction null unless prior approval is given. The 

objective was to increase transparency of transactions to meet the needs of both parties 

involved.  

 

This new provision clearly tightens controls but could make it more complicated for investors. 

This tightening of controls could easily turn into greater corruption, as they increase the scope 

of power of the Government which is proven to be the institution mostly affected by the lack of 

transparency and corruption. However, the interest around the new measures was low and it 

did not spark many discussions. Could it be because it is not seen as a big change?  

 

Foreign affairs 
Russian economy has been suffering also because of the various sanctions imposed by both 

the US and EU. The sanctions targeted banks, oil firms, as well as officials and wealthy 

businessmen from Putin’s inner circle. Among these there are the three state firms Gazprom 

Neft, Rosneft and Transneft and the banks Rossiya, Gazprombank and Vnesheconombank. 

Similarly, assets have been frozen, and visas revoked for the targeted individuals.  

 

The sanction was originally introduced in 2014 but given the lack of implementations required 

in the Minsk agreement, they were extended. The EU has recently renewed the sanctions until 

July 2018. Trump, instead, provided a list of individuals but rather decided not to implement 

the sanctions, claiming that the legislation is already acting as deterrent. 

 

Although sanctions did weight heavily on Russian economy, the rising price of the oil is 

outweighing the negative effects. The most damaging impact was felt in the first year the 

sanctions were imposed; now the economy is recovered. In order to get around the sanctions, 

Russia tried to resort to its internal resources. Agriculture grew, and some foreign imported 

products necessarily had to be eliminated from the market or substituted with a similar Russian 

equivalent. Some companies turned to short-term loans of 30 days; others made changes to 

their ownership structure; or looked for alternative financing from Asian investors. Putin is also 

considering creating a ‘cryptoruble’ to circumvent sanctions.  
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The sanctions were imposed as a result of Russia’s invasion of Crimea in 2014, as a violation 

of international law. Russia’s expansionist ambitions point to a return to the USSR territories. 

Crimea is currently part of Russia and relations with Ukraine remain unstable. Although the 

war is active at the border, the trade between the two countries is ongoing, however in a 

smaller scale than it was before the conflict. Ukraine has recently declared Russia an 

aggressor who is temporarily occupying its territory. Therefore, the conflict remains heated 

and ongoing.  

 

Similarly, Russia has occupied two areas of Georgia, Abkhazia and South Ossetia. These 

annexed territories fit Russia’s ambitions. Given that Eastern Europe was part of the old Soviet 

Union it remains Putin’s first target, however he also aims at projecting Russia’s power 

globally. In fact, Putin re-confirmed Russian presence in Syria for a long period.  

 

Russia is clearly aiming at expanding its territory. What is unclear is what the Kremlin’s next 

move will be. In fact, a recent military exercise, Zapad 2017, points at an imminent action. 

Russia previously employed this tactic: using exercises as pretext for the invasions, as it was 

for Georgia and Crimea.  

 

The recent events of the poising of the former Russian spy Sergei Skripal in the UK has 

damaged foreign relations. As a direct consequence the UK has expelled Russian diplomats, 

and so did various other EU countries along with the US that recently signed off a list of 60 

individuals. The situation is evolving at this point and although it will heavily shape the political 

arena, but not much the economic sector.  

 

Cyber Threat 
Russia growing cyber capabilities have worried multiple countries. There is evidence of the 

Russian security agencies recruiting cybercriminals to enhance their skills. The most common 

groups of hackers are APT28 or Fancy Bear, connected to the GRU, and APT29 or Cosy 

Bear, associated with the FSB. The latter is believed to be behind the meddling in the US 

elections.  

 

Disinformation campaigns conducted by Russia are consistently worrying European countries, 

especially in a time where elections are upcoming. Russia sees the cyberspace as a new 

dimension of warfare and an exploitable weapon against the West. The use of fake news has 

been widely recognised as a Russian tactic. Other techniques utilised by the Kremlin are 

DDoS, used in 2007 against Estonia, hacking and release of documents, as in US elections. 
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But Russia’s most effective capability remains influencing campaigns and propaganda through 

the use of fake news and fake social media profiles or ‘troll farms’ along with cyber espionage. 

Although it mostly targets other states, businesses should be aware of the capabilities of 

Russian cybercriminals and the potential threat connected to it.  

 

Conclusion 
Corruption and lack of transparency represent the biggest threats for investors in Russia. 

Although the country has many resources to offer as well as a growing economy, the risk 

rating assigned to the country is 5 – High due to the widespread corruption embedded in the 

business culture and the lack of transparency. Even though there are signs indicating that the 

Government is fighting corruption these are mainly intended to win the public rather than 

actually solving a problem. Investors should therefore evaluate carefully prior deciding to 

invest in Russia. The expected returns are high but so too are the risks associated to them.  

 

On the political side, Putin has secured another six-years term; he will consolidate his power 

even more and he will continue along his expansionist line aimed at establishing Russia’s 

superiority. The cyber capabilities represent a threat to other governments, especially in terms 

of cyber espionage and the establishment of troll farms directing propaganda. This is Russia’s 

strong point and it will likely develop even more.  
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APPENDIX 
 

GREY AREA DYNAMICS 

Over the years, KCS has made it their business to find workable solutions to impossible 
problems. To do this, KCS has sought to establish clearly the intelligence gap between 
perception and reality. 
 
In today’s market where terrorism, organised crime, cybercrime and government sponsored 
cyber espionage and war appear to confront us daily, we need reliable tools to identify the 
risks well in advance. It was for these reasons that KCS created and developed the analysis 
of risk by Grey Area Dynamics or GAD’s, as they are often referred. 
 
GAD’s are all the risks, weakness and threats that will, at one time or another, interfere, disrupt 
or at worst close down businesses. In the projects and work in which KCS have been involved 
in all over the world, it has been evident that the GAD’s identified, can and do kill. This method 
of risk assessment and measurement goes well beyond standard due diligence and is a 
collective description of factors, which can be passive and non-passive, legal and illegal. 
Because GAD’s are difficult to quantify or assess from a purely economic viewpoint, these 
considerations do not normally feature in most credit ratings, investment and banking reports, 
which focus only on sovereign risk. 
 
The main categories of Grey Area Dynamics usually encountered are: 
 
Passive/Legal 

• Language & Dialects 
• Local Customs & Traditions 
• Local Staff – motivation and training 
• Tribalism and Integration 
• Cultural & Local sentiment 
• Regulations, Taxes and Duties 
• Currency & Capital exposure – payment methods and banking practice 
• Environmental Hazards 
• Pressure Groups 
• Media Relations 
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Non-Passive/Legal 

• Industrial & Labour Relations 
• Absence or effectiveness of Legal Safeguards 
• Government Policy and Nationalisation 
• Overt and disguised/beneficial ownership 
• Bureaucracy and Local Government 
• Public or Media hostility 

Passive/Illegal 
• Bribery & Corruption 
• Vested Interests and Cronyism 
• Patronage 
• Product diversion 
• Parallel Trading 
• Hidden Barriers to entry 

Non-Passive/Illegal 
• Counterfeit & Fraud 
• Pilferage 
• Unfair Market Competition 
• Product Piracy 
• Ethics and Corporate Espionage 
• Organised Crime 
• Threats to physical assets 
• Kidnap & Extortion 
• Religious Extremism 
• Terrorism 
• Civil Unrest 
• Product Contamination 

 
For a risk assessment to be thorough, it must encompass the potential for a broad array of 
economic, political and business situations that might affect a business venture. Evaluations 
limited just to political issues or financial factors may be completely misleading. 
 
The degree of severity of a risk portfolio will also depend on the origin of the investing entity; 
for example, European companies often face different risk profiles to American corporations 
considering the same investment opportunity. 
 
Grey Area Dynamics pose a challenge of diagnosis1. The key to avoiding problems before 
they occur or solving them after they have begun to take a toll on performance, lies in their 
early identification and evaluation. Ignoring the impact of GAD’s can be a costly business. 

 

                                                
1 KCS Group Europe won the European Service Provider of the Year, 1999-2000 at the European Risk 
Management Awards Magazine International Risk Management for their work on GAD’s. In 2004, the 
company won an award for Product of the Year from StrategicRisk. 


