
 
Grey Area Dynamics 
 

Over the years, KCS has made it their business to find workable solutions to impossible problems. 
To do this, KCS has sought to establish clearly the intelligence gap between perception and reality. 
 
In today’s market where terrorism, organised crime, cybercrime and government sponsored cyber 
espionage and war appear to confront us daily, we need reliable tools to identify the risks well in 
advance. It was for these reasons that KCS created and developed the analysis of risk by Grey 
Area Dynamics or GAD’s, as they are often referred. 
 
GAD’s are all the risks, weakness and threats that will, at one time or another, interfere, disrupt or 
at worst close down businesses. In the projects and work in which KCS have been involved in all 
over the world, it has been evident that the GAD’s identified, can and do kill. This method of risk 
assessment and measurement goes well beyond standard due diligence and is a collective 
description of factors, which can be passive and non-passive, legal and illegal. Because GAD’s are 
difficult to quantify or assess from a purely economic viewpoint, these considerations do not 
normally feature in most credit ratings, investment and banking reports, which focus only on 
sovereign risk. 
 
The main categories of Grey Area Dynamics usually encountered are: 
 
Passive/Legal 
 Language & Dialects 
 Local Customs & Traditions 
 Local Staff – motivation and training 
 Tribalism and Integration 
 Cultural & Local sentiment 
 Regulations, Taxes and Duties 
 Currency & Capital exposure – payment methods and banking practice 
 Environmental Hazards 
 Pressure Groups 
 Media Relations 
  
Non-Passive/Legal 
 Industrial & Labour Relations 
 Absence or effectiveness of Legal Safeguards 
 Government Policy and Nationalisation 
 Overt and disguised/beneficial ownership 
 Bureaucracy and Local Government 
 Public or Media hostility 

 
Passive/Illegal 
 Bribery & Corruption 
 Vested Interests and Cronyism 
 Patronage 
 Product diversion 
 Parallel Trading 
 Hidden Barriers to entry 
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KCS Group Europe - Strategic Intelligence & Corporate Security 

A leading provider of security and intelligence services, we operate discreetly in some of the world’s most difficult environments on 
complex cases of fraud, theft, corruption, or market dynamics.  We gather intelligence through the discreet use of human sources to 
level the playing field and help our clients to identify and deal with any risks, weaknesses and threats which could impact on their 
business financially or reputationally.  
 
Our key areas of expertise include: 

 Corporate Intelligence Services 
 New market or sector entry research 
 Know your customer screening 

 
In addition, through our specialist team at KCS IS, we also offer a unique service in the areas of Cyber Security and Cyber Risk.  This 
covers penetration testing, vulnerability assessments, intelligence gathering and cyber security audits, providing unparalleled, analysis, 
contingency planning, and implementation for our clients. 
 
To find out more or to arrange a meeting to discuss your business needs, please… 
email the team at info@kcsgroup.com or call (00 44) 2072451191 

 

Non-Passive/Illegal 
 Counterfeit & Fraud 
 Pilferage 
 Unfair Market Competition 
 Product Piracy 
 Ethics and Corporate Espionage 
 Organised Crime 
 Threats to physical assets 
 Kidnap & Extortion 
 Religious Extremism 
 Terrorism 
 Civil Unrest 
 Product Contamination 
 
For a risk assessment to be thorough, it must encompass the potential for a broad array of 
economic, political and business situations that might affect a business venture. Evaluations limited 
just to political issues or financial factors may be completely misleading. 
  
The degree of severity of a risk portfolio will also depend on the origin of the investing entity; for 
example, European companies often face different risk profiles to American corporations 
considering the same investment opportunity. 
 
Grey Area Dynamics pose a challenge of diagnosis. The key to avoiding problems before they 
occur, or solving them after they have begun to take a toll on performance, lies in their early 
identification and evaluation. Ignoring the impact of GAD’s can be a costly business. 
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