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Political Risk Advisory Briefing: South Africa  
 
Grey Area Dynamics Risk Rating of 75.06% - High.   
 
 

 
 
Grey Area Dynamics (GADs) are all the risks, weaknesses and threats that have direct and 

measurable impact on businesses. They are a collective description of behaviours and factors 

that can at best, disrupt a firm, and at worst, close it down. Relevant to this market, the key 

division of Grey Area Dynamics is as follows: 

 

 

  
Legal 

 
Illegal 
 

 

Active 

 

• Government policy and 

nationalism 

• Lack of safeguards  

• Bureaucracy and local 

government 

 

 

• Civil unrest 

• Organised crime  

• Kidnap & Extortion  

 

Passive 

 

• Pandemic  

• Tribalism 

• Cultural & local sentiment 

 

• Bribery & corruption 

• Vested interests and cronyism 

• Patronage and nepotism 

 

 

Score Colour 
Rating Description 

< 100%   

Very High The assorted threats described are certain to 
have a derogatory effect. 

< 83%   

High The threats are extremely likely to negatively 
affect the business. 

< 66%   

Very 
Possible  

There is a strong likelihood of problems 
arising in this country. 

< 49%   

Possible There is a fair chance of problems arising in 
this country. 

< 33%   

Low There is a low likelihood of any threats 
impacting business.  

< 16%   

Very Low There are virtually no impediments to 
successful business in this country.  
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The GADs methodology makes the invisible risks, visible, and serves to differentiate between 

alternative variables in each climate. 

 

For each Grey Area Dynamic, we calculate separate IMPACT, FREQUENCY and 

LIKELIHOOD grades from 1 – 100%. These scores are based on a combination of over forty 

years of expert analysis and opinion on the severity of a GAD and its direct/indirect effect on 

personnel and business operating in a given country. These impacts are reviewed and updated 

quarterly to maintain their relevance.  

 

The formula of RISK = IMPACT + FREQUENCY x LIKELIHOOD is then applied, and Standard 

Deviation employed across all 35 variants, to calculate the mean average GAD risk score 

(expressed as a percentage).  

 

For a risk assessment to be thorough, it must encompass the potential for a broad array of 

economic, political, and business situations that might affect a business venture. Evaluations 

limited just to political issues or financial factors, may be completely misleading. The degree 

of severity of a risk portfolio will also depend on the origin of the investing entity; for example, 

European companies often face different risk profiles to American corporations considering the 

same investment opportunity. 

 

Grey Area Dynamics pose a challenge of diagnosis1. The key to avoiding problems before they 

occur or solving them after they have begun to take a toll on performance, lies in their early 

identification and evaluation. Ignoring the impact of GADs can be a costly business. 

 

Not only does this allow decision-makers to get an immediate idea of the threat level, but also 

a deeper breakdown of which specific Grey Area Dynamics are in play, their severity and 

frequency, and how the divisions of legal/illegal, passive/active are weighted. This kind of 

information offers a substantial degree of clarity over how the GADs can independently affect 

a client, and how they may intersect with each other to create the threat profile in a given 

business environment – thereby allowing a client to better refine or prepare their business plan 

to take account of where the threats are understood to lie.  

 

 
1 KCS Group Europe won the European Service Provider of the Year, 1999-2000 at the European Risk Management 
Awards Magazine International Risk Management for their work on GADs. In 2004, the company won an award for 
Product of the Year from StrategicRisk. 
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Introduction 

South Africa has long been held up as an exemplar state for unlocking Africa’s potential. As 

the only African nation in the G20 and the newest member of the BRICS ‘emerging economies’, 

it is at the forefront of the global economic conversation and through cultural currency such as 

the 2010 World Cup, has advertised itself as the place to be for both business and tourism 

alike. However, the country is very much at odds with itself on virtually every meaningful issue, 

which cannot help but have an effect on the current activity and future outlook. The ‘grey areas’ 

here all have a tendency towards the black.  

 

Political  

South Africa’s politics has been dominated in recent decades by the African National 

Congress, which from the election of Nelson Mandela in 1994 has been victorious in every 

contest since. Officially, the ANC stands for bringing together all South Africans under one 

banner, but in practice the party has become a byword for the corruption that pervades the 

country. The former president, Jacob Zuma, pursued policies of (among others) arms dealing, 

state capture and constitutional violation for personal gain, and the ANC itself – perhaps borne 

out of too-high levels of comfort in its own power – has become a corrupt body in itself, and 

with splits along ideological and economic lines, cannot really be said to be an alliance (not 

least in a Ramaphosa v Zuma split). It would seem impossible for a party which cannot get its 

own house in order to be able to bring together the nation; and with current president 

Ramaphosa facing his own allegations of corruption and the ‘new broom’ being fundamentally 

unable to sweep away the raft of social and economic problems that do all to some extent stem 

from corruption, it is fair to ask if there is in fact any political will to change a system that works 

so well for those at the top and gives little regard to anyone else. 

 

Predictions for the political death of the ANC have recently issued from no less a figure than 

Kgalema Motlanthe, former President, who has indicated his belief that the party will no longer 

play a meaningful role in South African politics after 2024. While a lot can happen in two years, 

South African political history as much as any other’s shows that poorly-performing parties 

rarely last long and splinter groups (with three alone breaking from the ANC in the past twenty 

years) serve only to increase the fractiousness within an alliance that sells itself on unity. 
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How much of this is down to Zuma’s record is debatable. Certainly, he covered himself in 

ignominy first through his criminal actions and then raising the spectre of deliberately fomenting 

unrest to avoid jail time, but it is arguable that he was just the latest symptom of a sick system, 

albeit a particularly virulent one. Before the ANC can even think about the general election in 

two years time, first Ramaphosa must retain the candidacy at the December 2022 conference. 

He is disliked throughout the country for failing to tackle unemployment and economic issues; 

and by his party for either not doing enough to tackle corruption, or doing anything at all. This 

is a heady cocktail that both Ramaphosa as an individual, and the ANC as a system of rule, 

may be unfit to deal with.  

 

Addressing the issue of a South Africa after the ANC is an equally mutable problem. In some 

respects, it is already happening: major cities including Johannesburg and Pretoria are at the 

local level in the hands of liberal party The Democratic Alliance, and the supposed authority of 

the ANC holds little sway when set against the corruption, inequality and poverty that are more 

representative of everyday life. But are any alternatives, any better? The opposition parties 

tend to be either extremists in their own way (the Economic Freedom Fighters) or just as 

disunited (the Democratic Alliance itself). Tribalism and the legacy of apartheid both run deep, 

leading to inherent fautlines in politics and indeed all South African spheres of life – with no 

party or body yet proving itself capable of resolving these.  

 

Economic  

The impact of the coronavirus pandemic hit South Africa hard. A 2.1% drop in GDP for 2022 

is estimated to be followed by 1.5% in 2023, with approximately fourteen years of economic 

progress wiped out by the last two. Unquestionably, the economy will leave the Covid-19 period 

in a far worse state than it entered with. On some level, this falling back is entirely 

understandable as no nation emerged in a financially better shape. But where South Africa’s 

economy is concerned, as with its politics, we see structural flaws that exacerbate the problems 

over and above what would be considered acceptable. Chief among these are the job market 

(where only one third of working-age citizens are employed, and a fifth of those in a bloated 

and unfit-for-purpose civil service), inadequate infrastructure that is deficient both in function 

(the road and rail networks being poor, and regular electrical blackouts or shutdowns) and, of-

course, the ever-present corruption from the top down.  
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These were problems that all existed before Covid-19, and while the pandemic certainly did 

not help, it would be too easy to blame South Africa’s inherent economic failings on the 

contagion and its consequences rather than accepting them for what they are.  

 

The government’s mission is therefore not only to re-accelerate the growth lost to Covid-19 

and restore the South African economy to its pre-eminent continental position, but to tackle the 

intrinsic failings built into the system. It cannot be argued that it does not have the tools to 

accomplish the former. The country is possessed of a youthful, technologically-adept 

population and its very own ‘Silicon Valley’ in Cape Town with over 40,000 people employed 

in cutting-edge tech, as well as boasting the continent’s largest level of Foreign Direct 

Investment in software and IT (in which the Western Cape is one of the most engaged regions 

on the planet), and last year the Financial Times identified South Africa as a whole, as one of 

the world’s fastest-growing and best-suited regions for FDI. There is also a wealth of natural 

resources that remain to be exploited (plus all of the infrastructure associated with these long-

term projects) and, in recent times, a reputation for financial services & management that 

represents a new economic frontier. South Africa also has the benefit of being the only African 

nation in the G20 (a sign of acknowledged economic aspiration) and is the newest member of 

the BRICS grouping (along with Brazil, Russia, India and China) that marks it out as an 

established developing economy to watch. 

 

However, all of these plus points are marred by the structural failings. A difficult balancing act 

has to be struck: South Africa needs to stamp out corruption while its powerbrokers remain in 

thrall to the same; it needs to resolve inequalities in the face of a corporate and political 

community that thrives on these, and it needs radical action to reform the economy when the 

political and social divides have rarely been wider. The uncomfortable reality is not only that 

‘business as usual’ is going to have to be completely upended if growth and opportunity are to 

return, but that no government or body seems to want or be able to accomplish this.   

 

Corruption  

South Africa is an exceedingly corrupt nation, no matter which level of authority or area one 

looks at. This is as much a consequence of history as it is of present-day failings. Indeed, one 

can trace corruption back to the first Dutch and British colonists, who happily established 

monopolies and misused public spending, and then through the ‘Transvaal State’ and the era 

of apartheid.  
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This enmeshed tendrils of corruption so deeply in the government infrastructure, and the 

private businesses, that by the dawn of the ANC in 1994 it was all but impossible to separate 

corruption from either: something which clearly has a direct and significant effect on how 

business is done. This is witnessed not only in the rampant cronyism/nepotism, and the fact 

that if the system is inherently corrupt over and above any individual, simply removing that 

individual from his position will not help, but in being able to do business at all: for many, the 

corrupt economy is simply a ‘closed shop’ that they cannot hope to enter. At least, not without 

paying a price.  

 

Perceptions of corruption certainly remain very high: Transparency International ranks South 

Africa as scoring only 44/100 by its measures and with 64% of citizens judging there to be a 

year-on-year increase in corruption, burnished by the poor enforcement of anti-corruption laws, 

a blanket acceptance that ‘this is the way things are done’ and a highly susceptible judiciary. 

Indeed, the more they are done, the harder it is to not do them in the future. Organised crime 

families (even if not in the ‘Mafia’ sense) are also prevalent – one might look at for instance 

the Guptas, a family of Indian emigrants who developed an exceedingly close relationship with 

former President Zuma to the extent that they were known as the ‘Zuptas’ and who were 

accused of state capture, attempting to influence the makeup of the Cabinet and of demanding 

diplomatic immunity. This eventuality alone serves as a synecdoche for South Africa’s 

corruption problems: if the man in ultimate charge is so morally bankrupt, why should anyone 

else bother to be better? 

 

This is not to say that there is no hope. Ramaphosa sold his presidency on an anti-corruption 

drive and, although tainted in his own way by being Zuma’s deputy during the worst excesses 

of the ANC, has argued that he deserves a chance to reverse the course. Certainly he indicated 

in front of an official graft enquiry in 2021 that corruption was an ‘existential’ threat to the ANC, 

although whether he was more concerned about his country or his party remains unclear. The 

year before, a formal ten-year National Anti-Corruption Strategy was enacted which is 

predicated on the establishment of apparently independent investigative bodies, a ‘zero 

tolerance’ policy to any public sector corruption and opening up enquiries into the means and 

motives of previous corruption scandals (not least state capture).  
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Here we do at last see some signs of intent, and attempts to finally deal with the structural 

issues that tend to reset the corruption dial to zero so frequently. But with a survey of last year 

(conducted by the Institute for Justice and Reconciliation’s Afrobarometer team) finding that 

64% of South Africans believe that corruption has actually increased on Ramaphosa’s watch 

and that the government was both incapable of dealing with the problem, and not protecting 

those reporting genuine grievances. It is clear that this is a fight that is far from over.  

 

Social 

Democracies should not have reason to riot; but July 2021 saw two weeks of sustained 

violence across the KwaZulu-Natal and Gauteng provinces over the imprisonment of Zuma. 

Rioting, looting and arson left 354 people dead, and proved that the former President still 

retained a groundswell of genuine popular support in a sign of the depth of social divisions.  

 

But for all the headlines made at the time, this was neither particularly noticeable within the 

wider South African context, nor was it all about Zuma himself. South Africa has a long history 

of protest and there is evidence that these have been steadily growing bigger, and more 

violent, over the past two decades. As have the reasons. Traditional protests are built not only 

on current political dissent, but the long-established historical social and economic inequalities 

that the elite & political class are seen to represent – and also fears for the future. Given that 

South Africa’s problems with service amenities (ie water and electricity) and infrastructure are 

well-documented, there are very real concerns among the low- and middle-classes that their 

entire way of life will become unsustainable in the not too distant future, and all they can rely 

on are broken promises or panaceas by successive governments unable or unwilling to step 

up. In this light, the ’Zuma riots’ are just another strike to be chalked up on South Africa’s post-

apartheid wall of violence, with the danger to business and life being reconfirmed as a sad 

corollary to operating in-country.  

 

The other major social disruptor in South Africa is kidnap & ransom. Abductions of individuals 

from the streets, often in broad daylight, is not new, but three trends have been identified in 

recent years: that as South Africa slides further into lawlessness and stagnation, the 

attractiveness of the country as a location for criminal activity increases; that ransom values 

and the treatment meted out to victims are increasing in severity; and that organised criminal 

syndicates are increasingly getting involved.  
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This last in particular sets the South African ship on a worrying course: that K&R is moving 

from being an opportunistic crime to a professionalised one, with potentially serious 

consequences.  

 

Foreign relations  

South Africa currently finds itself in a unique position currently. As part of the BRICS grouping 

dominated by Russia and China, it has attempted to remain as neutral as possible on the issue 

of Russia’s invasion of Ukraine, in order to mollify those powerful trading partners, while 

attempting to acknowledge the stance taken by the rest of the world. Ramaphosa has been 

criticised by many nations of the UN and NATO for not condemning Vladimir Putin’s invasion 

and that his “neutral stance” has legitimised Russia’s actions. Notably, Pretoria has gone a 

step further and has refused to use words such as ‘invasion’, ‘aggression’ and ‘war’ to describe 

what is happening in Ukraine, but in fact has used the Kremlin-friendly buzzwords like ‘military 

operation’.  

 

This is arguably not a surprise, given that the chances of South Africa antagonising Russia 

were always low. The two have a relationship that goes back before the BRICS were 

conceptualised – and the ANC has always had a certain anti-western sentiment that is targeted 

mainly at the USA. During the period of apartheid, it was the US government who designated 

ANC leaders fighting the apartheid regime as terrorists, and not to mention the reprehensible 

acts that big pharma and the CIA have committed in Africa. The refusal of allowing Africans 

onto trains leaving Ukrainian cities being bombed because the white Ukrainian citizens needed 

to be evacuated first also was most likely received poorly.  

 

Additionally, China is South Africa’s biggest trading partner with $54bn USD worth of trade 

between them in 2021. Given that China has broadly taken Russia’s side in the war, and that 

this is money South Africa cannot easily do without, there is significant incentive for Pretoria 

to be on the side of Kremlin and Beijing for the duration of the ‘military operation’. Even with 

pressure from the USA and other NATO countries, South Africa’s position on the invasion will 

not likely falter. Ramaphosa is secure with the knowledge that its main trading partners China 

and India will continue to trade with them.  
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But as far as trading with the rest of the world goes, it is possible that South Africa may become 

a slight casualty of the ‘East v West’ divide with opportunities limited from the USA and EU 

over Pretoria’s refusal to condemn Russia. While selective Western firms may thus see this as 

an opportunity to expand their presence and success in a market from which their immediate 

competitors have withdrawn, the counterpoint to this is that Chinese and Russian firms will 

have gained a stronger foothold – and not be prepared to cede any ground.  
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A leading provider of security and intelligence services, we operate discreetly in some of the world’s most difficult environments 
on complex cases of fraud, theft, corruption, or market dynamics. We gather intelligence through the discreet use of human 
sources to level the playing field and help our clients identify and deal with any risks, weaknesses and threats which could 
impact on their business, financially or reputationally.  
 
Our key areas of expertise include: 

Corporate Intelligence Services - New market or sector entry research - Know your customer screening 
 
In addition, through our specialist team at KCS IS, we offer a unique service in the areas of Cyber Security and Cyber Risk. This 
covers penetration testing, vulnerability assessments, intelligence gathering and cyber security audits - providing unparalleled 
analysis, contingency planning, and implementation. 
 
To find out more or to arrange a meeting to discuss your business needs, please email the team at 
info@kcsgroupeurope.com or call (00 44) 2072451191. 
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