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Welcome to the latest edition of ‘Business Risk Update’, the newsletter from KCS Group Europe specifically 
for our clients and partners to provide you with a snapshot of latest news and articles from the business.  

Like many other businesses the world over, the KCS Team is currently working remotely, and remain fully 
operational to service the needs of our clients and their customers. 

Cyber Defences 

The Importance of the client liaison 

In addition to dealing directly with Clients, KCS has found 
itself regularly dealing with Ultimate Clients through an 
liaison: an individual or entity who we will contract with 
(typically) a lawyer or other trusted contact, who in turn 
acts as the connecting party to KCS. This enables the 
Ultimate Client to ensure that all relevant considerations 
are being dealt with in the proper manner, while not taking 
a direct role. Normally, this kind of relationship works 
smoothly as a ‘supply chain’ of information and 
intelligence, from the providers (us) up to the Ultimate 
Client who needs it.  

However, on occasions an Ultimate Client may be apprehensive 
about, or dismissive of, the need for due diligence or investigative 
services: perhaps for budgetary reasons, they may be unwilling to 
commit to something they see as unnecessary or too expensive; 
or, they may be fearful that a formal investigation will uncover 
truths that they would rather not know (and which may actually 
forestall their project).  

KCS continues to be active in diagnosing, mitigating, and 
combating breaches for major clients worldwide, and is 
particularly called upon when these attacks are more 
subtle and complex than a simple ‘smash-and-grab’ hack. 
For instance, two current (yet unconnected) projects 
involve providing pro-active support and defensive 
measures for two very different clients. While the 
jurisdictions and business areas might be wholly different, 
the lessons that come from them are similar and are 
emblematic of the problems facing companies of all sizes 
emerging from the cyber sphere.  

Threat actors do not always attack and leave in a short period of 
time. For the more careful and considered approach more likely to 
bear significant fruit, they are likely to reside inside infrastructure 
for weeks, if not months, before an attack is triggered. They will 
be scoping the network, working out how to disable systems such 
as anti-virus and backups, and putting together a plan that will 
provide the biggest reward for the smallest risk. Indeed, even this 
stage of the operation can be monetised even if the breach is 
never taken further: data, vulnerabilities and openings can all be 
sold on the Dark Web which in turn opens up the threat profile to 
a company even further, if a company’s vulnerabilities are there 
for all to see. Notably, one of the clients, had no idea that 
attackers had been sitting in their infrastructure, parcelling out 
data to sell, for months.  

It was also remarkably easy for the attackers to move through 
both companies’ networks: having gotten inside and not tripped 
the alarm, both firms had partially implemented security controls 
meaning that the bad actors had a significant degree of leeway to 
act unobserved in the heart of the infrastructure.  

What we had here were two situations where, due to lax controls 
and monitoring, bad actors had become so embedded in these 
two companies that it was impossible for work to be carried out as 
normal.  

KCS was able to remove the exploits, but for many companies, 
the work is only just beginning. Firstly, the issue of costs: the 
amount of money and time it takes to cleanse and recover from 

such an attack is far greater than the cost of bringing in specialist 
consultants during the planning and implementation stages, to be 
pro-active in preventing problems. Complex infrastructure 
systems can be messy if allowed to grow organically, particularly 
if M&A is involved, and new vulnerabilities that emerge are not 
always understood and rarely stamped down forever. A given 
Board might not be conducive towards the time sink, cost, or 
seriousness it will take to properly handle cyber-matters. 
Moreover, all it might take is one disgruntled or compromised 
employee from within the company to act as an insider threat, 
and (depending on their access and privilege) a company can fall 
apart from the inside without ever being ‘hacked’ in the strict 
sense of the word, at all.  

The immediate remedy is clear: treat cyber-security with the 
seriousness of any other aspect of business, ensure that experts 
are involved in every stage of a company’s lifecycle so as to 
ensure solid foundations, and adopt a position of pro-activity 
(both within and without the company) with the mindset that 
awareness should go far beyond building a firewall against forceful 
external intrusion and hoping for the best.  

While every Ultimate Client will have their reasons, it is equally 
important that they understand the vitality of a proper, serious 
due diligence enquiry to their financial and reputational security, 
and accept that true confidence can rarely be gotten on the 
cheap.  

Working through a legal firm on cases of asset tracing, KYC or 
any such venture, an Ultimate Client has in effect already 
committed to following certain procedures and acting in the 
proper manner: why stop here? All this good work will be 
rendered moot if the natural path, of full disclosure, is not 
followed to the end.  

As an example, one law firm once brought the request of an 
Ultimate Client to conduct asset tracing on an initial number of 
individuals, which was completed with success. However, when it 
came to the rest of the list, the Ultimate Client decided to look 
elsewhere, whether for reasons of budget or expediency. It was 
not until twelve months later that they returned via their client 
liaison and asked KCS to complete the work.  

The popular saying of “cut out the middleman” does not apply 
here – completely the opposite. I client liaison’s  play a vital role 
in bringing intelligence firms and Ultimate Clients together, and 
are essential in bridging the gap and facilitating a working 
relationship which benefits all parties. Indeed, in the example 
given above, the legal client liaison pressed the Ultimate Client to 
continue the scope of work immediately – advice which arguably 
should have been heeded.  
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